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1. Introduction

1.1  This document outlines Whittington Health’s organisation wide
approach to risk management. Specifically:

* Whittington Health committee structure, detailing all those
committees and sub-committees/groups which have responsibility
for risk

* Roles and responsibilities of all staff with regards to risk
management

» The process for identification, assessment and management of risk

* The process for managing, and Board review of, the organisation
wide risk register

» The process for monitoring the risk management strategy and
ensuring it is effective

Definition: Risk management is the identification, assessment and

management of risks so as to minimise their potential consequences
and likelihood of occurrence.

1.2  An effective risk management strategy is essential to ensuring a high
quality of care and safe services for patients and the resident
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population that Whittington Health serves that is cost effective and
provides a safe working environment for staff.

This strategy reflects current best practice taking into account a range

of governance standards including:

* Care Quality Commission (CQC) Registration

* The NHS Litigation Authority (NHSLA) Risk Management Standards

* The National Patient Safety Agency (NPSA)

* Health and Safety and other related legislation

* Department of Health Statement on Internal Control and the Board
Assurance Framework

* Monitor frameworks as an aspirant Foundation Trust (FT)

Strategy statement

Whittington Health aims to be ‘an outstanding provider of joined-up
healthcare to local people in partnership with GPs, Councils and local
providers’. The organisation is committed to the provision of high
quality care in a setting that puts the safety of patients, visitors and
staff first. Whittington Health will meet this requirement through a
system of risk management and assurance that is understood and
implemented at all levels of the organisation. The purpose of this
document is to set out those processes and the monitoring
arrangements to ensure effective implementation.

Effective risk management is best achieved in an open and honest
environment where risks and incidents are identified quickly and
responded to in a positive and controlled way. Whittington Health is
committed to the promotion of a fair and open culture, encouraging
staff to report risks and incidents and taking a non-punitive approach to
investigations. Appendix 1 further outlines Whittington Health’s
commitment to an open and fair culture.

There are a number of principles and aims that underpin the strategy
and are essential for its successful implementation. An outline of the
principles and aims is included in appendix 2.

Purpose and scope of this strategy

Risk management is a central part of the organisation’s overall
activities and the strategy therefore relates to all aspects of Whittington
Health’s activities.

The risk management strategy by its very nature relates to a number of
Whittington Health policies. All policies can be located on the intranet
at: SITE

It is recommended that the strategy be read in conjunction with the
following policies which directly relate to Whittington Health’s risk
management functions: note this list is not exhaustive

» Maternity Risk Management Strategy

* Incidents and Serious Incident Reporting Policy
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* Complaints Policy
» Patient Advice and Liaison Service Operational Policy
» Claims Handling Policy and Procedures
» Policy on Procedural Documents (policy on policies)
» Policy for investigations, analysis and improvement
* Being Open
* Management of External Assessments Policy
* Health and Safety Policy
» Staff Induction Policy
* Mandatory Training Policy and Training Needs Analysis
» Safeguarding Vulnerable Adults Policy
» Child Protection Policy
» Infection Control Policy
* Managing concerns about doctors performance policy

This strategy has been developed to ensure this corresponds with the
achievement of the strategic objectives of Whittington Health which are
contained within the Whittington Health Strategy document approved
by the board. The Whittington Health objectives are reviewed and then
subsequently updated on an annual basis and can be accessed via the
intranet.

Whittington Health will ensure all principle risks (Extreme/high risks) to
the achievement of the strategic objectives are identified and effectively
managed. This will form the basis of the Trust’'s assurance framework.
The assurance framework provides direct assurance to the Board that
a risk management system is in place. Its main function is to direct the
Board to where assurance will be provided regarding how the key risks
are being controlled. The Executive is responsible for implementing the
controls approved by the Board (e.g. strategies, policies, plans) and the
Board will receive assurance that these controls are working through a
variety of management reports, which will be regularly received at
meetings.

It should be understood that there are some risks which the Board will
receive assurance from third parties (internal/external audit, CQC,
NHSLA). These third party reports not only provide direct assurance to
the Board, but they also help to verify internal management reports.

Application of the BAF

As the environment and technology change, new risks will appear or
manifest themselves differently. This can lead to “Gaps” appearing in
either the Controls or Assurances. These Gaps are a natural
consequence of change and regular review of the BAF helps to identify
them at an early stage. Where a Gap appears then the Board must put
in place an Action Plan to close the Gap in the Control or the
Assurance. If it were possible to reach a stable position then the Board
should see “no Gaps and no Action Plans” in its BAF.
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“common misconceptions with the BAF is to expect the “Action Plan” to
address the risk itself. This is false as it is the “Control” that addresses
the risk. This misunderstanding can lead to the potential of the situation
of the Executive using the Action Plans to fire fight risks at the expense
of implementing the approved “Controls” to manage the risks.

Additionally a number of specific risk management objectives have
been developed to ensure this strategy is achieved. Further detalil
regarding the objectives is included in appendix 3.

Objective 1 - To develop a risk aware culture throu  ghout

Whittington Health by:

* Developing the organisation

» Establishing a learning culture which is accountable for its
activities/actions

* Improving induction courses and continuous professional education

» Organising risk management training for all staff

* Including Risk Management updates within Whittington Health
newsletters to reinforce the need for staff to consider and assess
risk in all daily work activities

Objective 2 - To ensure that appropriate systems ar e in place for

identifying, assessing and controlling key risks by

* Ensuring all staff are aware of and understand the risk management
procedures

» Developing an integrated risk management system including an
incident reporting system which supports the management of risk
and leads to action that reduces the likelihood of the incidents
recurring

Objective 3 - To embed the concepts and ideas of ri sk assessment

and risk management into the day to day working pra  ctices of

Whittington Health by:

» Covering risk management in annual performance reviews, job
descriptions and recruitment selection criteria

* Making risk management a regular agenda item at Board and
Divisional Management meetings

* Ensuring all strategic and business plans consider risk
management

Objective 4 - To maintain effective organisational structures for

risk management so that a consistent trust-wide app roach to risk

management is taken by:

» Ensuring that the structures and responsibilities set out in this
strategy are effective in practice

* Ensuring that the Board reviews annually the effectiveness of
structures and responsibilities to identify any useful improvements

» Developing an effective framework to support the risk management
activities of all services
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Objective 5 - To ensure that the Whittington Health ~ ’s Chief

Executive is provided with evidence that risks are being

appropriately identified, assessed, addressed and m  onitored by:

* Ensuring Risk Registers and Action Plans are kept up to date
through regular reviews being undertaken in each
department/service/division on an agreed cycle as defined within
the structured review cycle for risks,  this is to ensure that risk
recording and analysis is effective and that suitable evidence files
are maintained and risks are appropriately managed

* Monitoring the results of independent reviews by internal audit and
the NHSLA'’s representatives

* An Audit Committee review of assurance and risk management
progress on behalf of the Board, undertaken annually prior to the
signing of the Statement on Internal Control by the Chief Executive

Objective 6 - To ensure good and steady progress in the

implementation of effective Risk Management across the Trust by:

» Establishing and monitoring performance indicators covering the
risk management process

» Taking part in available National/Regional benchmarking to identify
not only how well Whittington Health is doing but also what steps it
can take to improve further

* Ensure the Board has a full understanding of risk management
processes and principles

» Ensure the Board has a full understanding for the management of
reputational risk

Objective 7 - To comply with relevant clinical and corporate

governance requirements and to adopt wherever possi ble best

practice by:

» Completing relevant self-assessments and reviews in order to
achieve compliance against the relevant governance requirements.

* Implementing a system for continuously informing the Board on
compliance with such standards taking into account existing NHS
Trust requirements and the aspirations for Foundation Trust status.

Who this strategy document applies to

This strategy applies to all staff, teams and activities managed by
Whittington Health including PFI partners and contractors.

This strategy applies to the all activities and functions of Whittington
Health. There are committees reporting into the Whittington Health
Board with specific responsibilities for delegated functions which are
detailed further in this document.

The strategy relates to the management of risks faced by Whittington
Health. Its scope therefore relates to resources directly managed by
Whittington Health.

Risk Management Strategy/ POLICY REF
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However, the activities and the actions of organisations outside
Whittington Health but acting on its behalf, involve risks which can
have an impact on whether Whittington Health achieves its objectives.

An example is where services are provided via a sub-contract
arrangement, a stakeholder partnership agreement or where
Whittington Health employees are providing services within buildings
not operated by Whittington Health.

Example: Whittington Health has a sub contracted arrangement for
services provided within Pentonville Healthcare, therefore the
organisation should ensure that its sub contracted services meet the
requirements of this strategy and seek assurance that risks to the
delivery of those services are being managed effectively through the
host organisations risk management processes.

There should be communication within the respective partnerships to
ensure this is being managed both individually and as a collective
partnership.

Risks affecting Whittington Health staff working in a building not owned
by Whittington Health need to be risk assessed as part of the
contractual arrangements of locating staff within. Such risks will be
included in Whittington Health’s risk register as outlined in this strategy
where there are clear deficiencies identified and will be managed with
clear accountability for delivering the actions to mitigate related risks.

Definitions used in this document

Risk is defined as the possibility of incurring harm or loss, and may be
associated with people (patients, staff, visitors etc), buildings and
estates, systems, finance and equipment.

Risk management is the identification, assessment and management
of risks so as to minimise their potential consequences and likelihood
of occurrence.

Risk rating is the severity assigned to a risk. This is determined by
multiplying the consequence of the risk by the likelihood of occurrence,
as outlined in section 8 of this strategy.

Controls — in the context of this strategy the term ‘control’ refers to that
which is in place to prevent a risk from occurring, or to reduce the
potential consequences and likelihood. Examples of possible controls
includes:

* Physical barriers such as protective clothing

* Training

* Implementation of policies and guidance
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* Implementation of strategies
* Implementation of plans

Appendix 13 describes the hierarchy of controls in terms of Hazard
Risk Management

Residual risk refers to the level of risk which remains after appropriate
controls have been implemented.

Risk acceptability refers to the level of risk which the organisation is
prepared to accept or tolerate. Whittington Health'’s risk acceptability is
outlined in section 7.4.

Reputational risk A “reputation risk” materialises when the negative
publicity triggered by certain business events, whether accurate or not,
compromises the company’s reputation and results in value loss for the
firm, or a negative event that could have an impact on stakeholders’
perception of a company or organisation.

Board Assurance Framework

A simple but comprehensive method for the effective and focussed
management of principal risks for meeting the organisations objectives.
Corporate Governance

The on going activity of maintaining a sound system of internal control
to safeguard stakeholders investment, protect the organisations assets
and facilitate the achievement of the organisations aims.

Duties, roles and responsibilities

This section outlines the roles and responsibilities of key individuals
and committees with responsibility for risk management. A committee
structure is included in Appendix 4, outlining how all the committees
with specific responsibility for risk management report up to the Board
and Board Sub Committees.

Whittington Health Board

The Board has overarching responsibility for gaining assurance that
Whittington Health has effective processes in place for managing risk,
meeting all statutory requirements and adhering to guidance issued by
the Department of Health in respect of risk management and
governance.

The Whittington Health Board role is to undertake strategic leadership
and decision making for the organisation and to utilise the use of the
Board Assurance Framework in support of strategic decision making
and risk management.

Audit Committee and Risk Committee

The Audit and Risk Committee has overall delegated responsibility for
ensuring Whittington Health establishes and maintains an effective
system of integrated governance, risk management and internal
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control. The committee will provide regular updates to Whittington
Health Board and report any exceptional issues.

(see Appendix 4 for further detail).

Health and Safety Committee

The Health and Safety Committee will be responsible for the operation
and implementation of the Health and Safety Strategy and related
policies including, Fire safety and security management issues.

The Health and Safety Committee has representation from the
recognised Trade Unions as part of their terms of reference and
activity.

The Health and Safety Committee reports to the Audit and Risk
Committee on an agreed cycle.

Divisional Boards

The Divisional Boards have responsibility for ensuring that within their
delegated duties they have effective processes in place for managing
risk within their service line accountability, they also take responsibility
for the escalation of risks where this falls outside of their scheme of
delegation or managerial authority.

Divisional Senior Management Team  (SMT)

The Divisional Senior Management Team has the responsibility for the
day to day running of the operational management of services for the
three divisions, Integrated Care and Acute Medicine, Surgery Cancer
and Diagnostics, Women’s Children & Families. Within this operational
remit also includes the operational management of Human Resources
(People) Estates and Facilities.

Quality Committee

The Quality Committee has overall responsibility for ensuring that
sounds principles of Quality Governance are embedded and assured
throughout Whittington Health with primary focus on the three elements
of Patient Safety, Clinical Effectiveness and Patient Experience.

Provides regular updates to the Whittington Health Board and reports
exceptional issues in relation to risks to quality of services.

There are a number of committees with specific responsibility for risk
management that report into the Quality Safety Committee.

These are detailed in appendix 4

Executive Committee
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The Executive Committee has overall responsibility for the
management of day to day operations within the organisation and
operational responsibility for implementing the organisations strategy,
they will also take oversight of the strategic/corporate level of risks
outside of the structured board meetings and will take responsibility for
escalation of risks to board members.

6.5 Chief Executive
The Chief Executive has overall responsibility for ensuring an effective
risk management system is in place across Whittington Health.

6.6 Director of Finance
The Director of Finance has overall responsibility for ensuring the
implementation of financial and business risk management within
Whittington Health and will:

Ensure the financial and business performance systems of the
trust are robust

Provide information and financial/business risk management
assurance to the board

Provide support to the Trust Audit and Risk Committee

Ensure relevant policies and procedures are reviewed and
updated

Work with other directors to integrate risks management across
the organisation in terms of current statutory duties and
aspiration to become a Foundation Trust

6.7 Chief Operating Officer
The Chief Operating Officer has overall responsibility for ensuring an
effective risk management system is in place across all 3 Divisions:

Integrated Care and Acute Medicine,

Surgery, Cancer and Diagnostics,

Women, Children and Wellbeing

Security Management Director (SMD)

Any other operational functions within their remit of
accountability to include Human Resources (People) Estates
and Facilities.

6.8 Director of Nursing and Patient Experience
The Director of Nursing and Patient Experience has an executive level of
responsibility for ensuring that there are effective Corporate systems for
risk management in place for Whittington Health.

6.9 Divisional Operations / Medical Directors
These Senior Management Team members have responsibility for
ensuring risks are identified and managed at an appropriate level across
Whittington Health Divisions and they have arrangements in place within
their divisions for the ongoing management of the Divisional Risk
Registers.

Risk Management Strategy/ POLICY REF 10
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Specifically:
i Risks are identified, assessed and actions agreed
Managers and staff under their management control are aware of this
strategy and their responsibilities for implementing it
Risks are reported and recorded in accordance with this strategy
That staff attend appropriate training

i.

ii.
iii.
iv.

6.10

6.11

6.12

6.13

Non Executive Directors

All non executive directors are required to assure themselves that
Whittington Health has robust and effective systems for risk
management. Through membership on the Board and Board sub
committees non executive directors will receive, review and comment
on regular risk management updates and ensure satisfactory progress
is made against action plans.

Assistant Director of Governance

Ensure that risk management processes are effective covering the
following elements (strategic, financial, operational, clinical and
reputational) ensure that effective flows of information for risk
management are achieved from service to board. And these run as
continued strands through the organisation ensuring effective
escalation and management of risk.

Corporate Risk and Governance Manager

Ensure that all aspects of risk management (strategic, financial,
operational, clinical and reputational) are met, to be completed and
combined with quality assurance/ improvement programmes with
particular focus on Care Quality Commission ongoing compliance, and
linked to the achievement and ongoing improvement for NHS Litigation
Authority Risk Management Standards

Lead on the development of an integrated risk and governance work
plan in conjunction with Divisional/Directorate senior management
leads to ensure that all aspects of risk and governance meet both
current legislation and regulatory requirements and future aspirations
for achievement of Foundation Trust status.

Risk Manager

The risk manager is responsible for facilitating risk management

processes and activity across Whittington Health. This will include:

» Assisting with the development and review of relevant policies

» Assisting with the implementation of the risk management strategy

* Maintaining the corporate risk register

* Implementing and maintaining the organisation’s system for incident
reporting

» ldentifying areas of actual or potential areas for patient safety risks

Risk Management Strategy/ POLICY REF 11
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* Providing advice on risk management and patient safety

6.14 Director of Estates and Facilities

The Director of Estates and Facilities has overall responsibility for ensuring
that optimal estate and facilities services are provided within available human
and financial resources.

The Director is responsible for the day-to-day management of the Directorate
of Estates & Facilities, which includes the provision of hard and soft services,
decontamination services and Medical Physics services

* Be the Trusts’ lead for ensuring adequate arrangements are made for fire
safety, security management and health & safety across the organisation
and that the necessary procedures are implemented and monitored.

» Be the Trust Lead for Decontamination Services and ensures that policies
and procedures required to meet the requirements of the controls
assurance standard for decontamination, and the standards required by
current Health Technical Memorandums are met

* Acts as the trust's responsible officer for Security Management

» Acts as the trust’s responsible officer for Fire Safety

* Acts as the trust's responsible officer for Health and Safety)

6.15 Local Security Management Specialist
The local Security Management Specialist will provide technical advice
on security matters, monitoring the implementation of policies and
procedures within their remit, identifying training needs and ensuring
the provision of relevant training for existing and new staff, identifying
and escalating risk management matters using the organisational
policies and procedures.

6.16 Fire Safety Advisor
The Fire Safety Advisor is responsibly for providing advice on technical
fire safety matters, monitoring the implementation of policies and
procedures relating to fire safety issues, identifying training needs and
ensuring the provision of relevant training for existing and new staff,
identifying and escalating risk management matters using the
organisational policies and procedures.

6.17 Health & Safety Advisor
The Health & Safety Advisor provides health and safety advice and
support. As part of this arrangement, the Health and Safety Advisor
supports a rolling programme of health and safety risk assessments on
a monthly/three monthly basis with all sites and services.

Risk Management Strategy/ POLICY REF 12
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The Health & Safety Advisor is responsible to the Director of Estates &
Facilities for assisting with health, safety, and welfare responsibilities,
and is available to all levels of management and staff for the provision
of technical advice on these areas of responsibility.

This includes:

» Assisting with the development and review of policies

» Assisting with the implementation of the risk management
strategy

* Implementing the organisations system for Health & Safety, Fire
and Security reporting

* ldentifying areas of actual or potential health and safety risks

* Providing advice on health and safety

All managers (including heads of service and s  ervice managers)

All managers are responsible for:

» Familiarising themselves with the risk management strategy and
raising awareness and understanding of risk management
processes within their work area

* Reviewing their areas of work to identify risks, agree appropriate
actions and escalate risks as necessary

» Fostering a supportive work environment to facilitate the reporting
of risks and incidents

* To investigate risks reported to them by staff

» Developing and implementing any local policies necessary to the
effective implementation of risk management

* Ensuring staff have access to opportunities for training and
development

* Ensuring that risk management is a regular agenda item at
divisional, service and team meetings

All staff are responsible for:

» Attending mandatory and statutory training

» Co-operating with arrangements for minimising risk

* Working to Whittington Health policies

» Taking reasonable care for their own safety and that of others

» Taking care of Whittington Health’s buildings, equipment and other
assets

* Reporting risks, incidents and near misses

All committees are responsible for:

» Ensuring all risks raised either through committee papers or during
discussion are assessed and included on the risk register as
appropriate and appropriately managed in line with trust
procedures.

* Receiving, reviewing and commenting on papers submitted to the
committee regarding areas of risk relevant to the committee’s remit

Process for the management of risk both locally and organisation
wide

Risk Management Strategy/ POLICY REF 13
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This section outlines Whittington Health’s processes for identifying,
assessing and managing risk. This includes both corporate
arrangements and local arrangements.

Overall the NHS approach to risk management can be described
pictorially in the cycle demonstrated below, there are 7 major elements
to this process and these are incorporated into the approaches
described within this document:

The National Health Service has adopted the Risk Management
Standard broadly in terms of arrangements for the management of risk,
these standards were developed by Standards Australia and Standards
New Zealand, the use of terminology for management of risk adopted
by organisations is varied however the main principles of risk
management are followed by Whittington Health and correspond with
the diagram below. The Risk Management Process

1. Establish the Context
|| II |‘ 2. Identify Risks | I |
3. Analyse Risks

4. Evaluate Risks
I I | 5. Treat Risks

7.1. Categorising risk

7. Monitor and Review

=
=)
(2]
c
o
o
T
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©
Q
-
©
2
c
=
=
£
o
o
©

Whittington Health categorises risk into distinct types detailed below:
Some risks may contain aspects of all these elements, in which case
the risk should be categorised as the type that would be most
significantly compromised by the risk. If there are significant
implications across more than one element the risk should be
categorised and therefore recorded for all relevant types.

Risk Management Strategy/ POLICY REF 14
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Clinical risks — those risks for which the impact would be primarily
clinical or medical. Examples include clinical care activities, medicines
management and consent issues.

Organisational risks — those risks for which the impact would relate
primarily to the way Whittington Health is organised, managed and
governed. Examples include property related risks, human resource
issues, targets and corporate governance risks which impact on the
achievement of the organisations objectives.

Financial risks — those risks for which the impact would relate
primarily to financial loss. Examples include poor financial control,
fraud and ineffective insurance arrangements.

Reputation risks — those risks for which the event will have a negative
impact on how the organisation is perceived by our stakeholders, staff,
public, partnership organisations, local community groups, regulators
nb: this list is not exhaustive and would need to account for the
organisations stakeholder analysis.

The diagram below (Examples of the Drivers of Key Risks)
demonstrates how risks can be reviewed from an internal/external
driven perspective and is to be used as a guide in addition to the
categories identified above to categorise risk. There are a plethora of
different models in terms or risk categorisation therefore this strategy
does not aim to clarify all.

Further advice in terms of categorisation of risk can be sourced from
the Governance Team.

Identification of risk

Risks can be identified through a variety of ways. The following are
examples of some of the ways in which Whittington Health identifies
risks, although this is not intended to be exhaustive.

Project management

All Whittington Health projects must be managed in line with
Whittington Health guidance and a divisional/directorate risk register a
risk register must populate all risks affecting project delivery. All risks
identified as part of a project must be assessed and managed in line
with this strategy (this may be in addition to the requirements of a given
project).

Project management templates and guidance can be accessed from
the Planning and Performance Directorate.

Incidents, complaints and claims
All incidents, complaints and claims must be reported and managed in
line with the respective policies (referenced in section 3). Any risks

Risk Management Strategy/ POLICY REF 15
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identified as part of these processes must be assessed and managed
in line with this strategy, as indicated in the relevant policies.

In particular this can focus on incidents, complaints or claims that are
forming a trend or result in poor media coverage

Policies

Whittington Health has a process for ensuring that all necessary
policies and procedures are in place and up to date, easily accessible
to those who need them and implemented effectively.

Committee reports

All reports to Whittington Health Committees must be submitted in the
committee report template. This template includes a requirement to
highlight any risks identified in relation to the content of the report. All
risks identified and reported in this way must be assessed and
managed in line with this strategy.

The committee report template can be accessed on the intranet:

External assessments

Whittington Health is required to undertake a number of external
assessments every year. Whittington Health has a policy outlining the
process for managing external assessments and ensuring that
recommendations are implemented. All risks identified in relation to
the requirements of an external assessment must be assessed and
managed in line with this strategy.

Confidential Inquiries are a source of potential risk and require internal
review when published these include (NCEPOD, CISH, SHOT,
CEMACH) note this list is not exhaustive.

NICE guidance/Safety Alerts/National Guidance

Whittington Health has processes in place for managing the
dissemination and implementation of relevant NICE guidance, national
guidance, and safety alerts. All risks identified in relation to
implementation of such guidance must be assessed and managed in
line with this strategy.

Internal Audit

Whittington Health’s internal auditors will provide an independent and
objective opinion on the effectiveness of risk management and
governance within the organisation. All risks identified through in the
internal audit process must be assessed and managed in line with this
strategy.

See also table for identification of risk appendix 9

Risk Management Strategy/ POLICY REF 16
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Risk assessment

All identified risks must be assessed to determine the severity of the
risk. Risk assessment is a systematic and effective method of
determining the level of risks and most cost-effective means to
minimise or remove them. This is completed using a risk assessment
matrix to calculate an overall risk rating. Risk assessments should be
recorded using the template in appendix 6. There are some further risk
assessment tools tailored to specific areas of risks appended to
relevant policies available on the intranet.

The risk rating is calculated by combining the consequence and
likelihood of the risk

Risk rating = Consequence x Likelihood
To assess the risk, the consequence of the risk occurring must be
measured (in other words how bad would the impact of the risk

occurring be).

For grading risks the scores obtained from the risk matrix are assigned
in terms of structured grading and are covered within appendices.

Please refer to appendix 5 for details of how to conduct a risk
assessment.

There are further specific risk assessment tools ut ilised within the
organisation for Health and Safety, Fire Securitya  nd Moving and
Handling risks these risk assessments and further g uidance can
be obtained from the relevant specialist advisors w ithin the trust
(note this list is not exhaustive).

See appendix 12.

Describing the risk

All risks will be written using a structured approach to support
organisational analysis/assessment of risks.

The format to be adopted when describing a risk is:
“If ... (event)..... then...... (consequence)”

Example: (if there is poor and inconsistent record keeping then
this will lead to sub optimal care).
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This will allow for an easier assessment of the likelihood and
consequence.

Further advice in relation to this is contained within appendix?
7.3.2 Risk rating and risk acceptability

It should be acknowledged that it is not possible to reduce all risks to a
score of 0. This section provides a breakdown of what level of risk is
regarded as acceptable and how risks should be managed once an
appropriate score is identified (in other words the organisation’s risk
appetite).

When assessing individual risks, the following questions should be

considered to assist in determining whether a risk is acceptable:

* What is the level of risk we think we are facing?

* What is the impact?

 Can we tolerate the possibility of that risk actually happening?
Could this impact on a breach of legislation or statutory
requirement?

» If not, do we want or need to do more?

* Will the cost of managing this risk outweigh the benefit

Low risks are regarded as acceptable and should be managed locally
within the relevant service/directorate areas. Services should review
low risks on a regular basis at relevant directorate and team meetings.

Moderate risks are regarded as acceptable and should be included on
the divisional risk register. Relevant departmental managers/heads of
service must be assigned as the overall risk owner with responsibility
for overseeing management of the risk.

High risks are regarded as unacceptable and should be included on the
divisional risk register. Relevant directors/assistant directors must be
assigned as the overall risk owner with responsibility for overseeing
management of the risk.

Extreme risks are regarded as unacceptable and should be included on
the corporate risk register. Relevant executive directors must be
assigned as the overall risk owner with responsibility for overseeing
management of the risk. Extreme risks must also be linked to the
relevant strategic objectives as outlined in section 3.3.

Appropriate controls and actions need to be agreed and taken to
reduce all risks to an acceptable level, or where it is not possible to
reduce the level of risk ensure that it is managed appropriately.

Overall the organisation’s level of risk acceptability is as outlined in
appendix 5:
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Risk register and managing the risk

This section outlines the authority of all managers with regards to
managing risk as well as the reporting and monitoring process.

Risk management involves a judgement and therefore levels of risk
have been identified to aid the judgement in terms of risk.

Adding to the Risk Register

To add a risk to the risk register the risk assessment form appendix 6
MUST be completed and approved at the agreed level as outlined in
appendix 5

Removing and or down grading a risk from the Risk R egister
The Risk Register must be updated to reflect the
mitigation/management of the risk.
* Evidence must be provided to demonstrate implementation of
the related controls to manage the risk
* The approving Board/Committee as defined in appx? will agree
to remove/reduce the risk
* These actions must be recorded within the appropriate
Board/Committee minutes as evidence of compliance.

Low risks

Divisions/Directorates must keep local risk registers of all low risks and
ensure that these are updated and monitored on a regular basis
through divisions/directorate and service level management team
meetings.

All completed risk assessment forms must be recorded locally.

Moderate and high risks

All moderate and high risks must be communicated on to the
divisional/directorate risk register and routinely shared with the risk
manager for analysis and review by providing an updated version of
the risk register on a monthly cycle. All completed risk assessment
forms must be recorded locally.

Extreme risks

All extreme risks must be communicated to the Risk Manager for
inclusion within the Corporate Risk register for routine reporting to the
Executive Committee and subsequent review by the Board and the
Audit committee.

The risk manager will maintain the corporate risk registers and facilitate
the review of those extreme risks on the register.
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For overseeing management of the risk, the risk manager will work with
Risk Management leads within Divisions/Directorates to facilitate
routine reviews of the risk register processes.

The diagram contained in appendix 10 Shows the relationship of the
levels of risk register held within the organisation.

Committee reporting:  The risks registers will be submitted to the
following committees with the following remit:

1. Board (quarterly), Corporate risk and assurance from Divisional Boards
on management of divisional risks.

2. Quality Committee (monthly) identified risks that impact on quality
across 3 domains of Quality, Safety/Clinical Effectiveness/Patient
Experience.

3. Audit Committee (quarterly) and will include the corporate elements of
the Risk Register and assurance on how the risk management process
is working through the organisation (as a standing agenda item at each
meeting).

4. Executive Committee (monthly) all Corporate Risks

5. Divisional Boards (monthly review of risk registers) attention on
individual risk is dependent on defined cycle of review and risk grading.

The risk register must include the following information:

* A description of the risk (the corporate risk register will also
stipulate which strategic/corporate objectives are effected)

» Controls in place to mitigate (prevent) the risk

* Any existing gaps in controls

* The current risk rating and residual risk rating (the residual risk
rating refers to risk remaining once appropriate controls are in
place)

» Actions in progress or planned and timescale for delivery

» Assurance source (i.e. what evidence is there that the risk is being
effectively managed)

* Any existing gaps in assurance

* An assigned risk owner

* Review date

The following appendices are included in this strategy to assist staff
and managers with the process of risk assessment and management:
Appendix 4 — Committee Structures for Committees that manage risk.
Appendix 5 — risk assessment tool (to calculate the risk rating)
Appendix 6 — generic risk assessment template (to document the risk
assessment)

Appendix 7 — include new template

Appendix 8 (available on the intranet) — corporate risk register template

Risk Management Strategy/ POLICY REF 20



BEFORE USING THIS POLICY ALWAYS ENSURE YOU ARE USING THE MOST UP TO

7.6

8.1

8.2

8.3

DATE VERSION
The templates must be used to record and review risks locally to
enable monitoring of the risk management strategy as outlined in
section 11.

Board Assurance Framework (BAF)

The organisation BAF provides the board with a simple but
comprehensive method for the effective and focussed management of
strategic/corporate risks that could affect the delivery of the
organisations strategic/corporate objectives.

Risks to strategic/corporate objectives are identified through Board
workshops which are held as part of the annual business planning
cycle at an annual Board risk seminar, action plans are developed
where controls are identified as being insufficient.

The BAF is then reviewed as part of a routine cycle at the Board, Audit
and Risk Committee and by the Executive Committee.

The BAF and the Corporate Risk Register are reviewed in conjunction
with each other as the management of risks needs scrutiny at all levels
within the organisation the process is illustrated within the diagram in
appendix 10b.

Training

Training will be delivered to all staff (including board members and
senior management) in line with the trust training needs analysis.
Mandatory training will be given to all new starters at the corporate
induction via an e learning module. This will include incident reporting
and investigation, risk assessment and how risk is managed through
the organisation using the risk register.

A wider program of training will be delivered through the Governance
Team.

Training will also be provided on an ad hoc basis as requested by staff,
teams and managers.

Records will be kept of all training provided.

Where staff are unable to attend a follow up arrangement will be
utilised to ensure that staff are booked onto the next available session
this is monitored via the training and development team and is
incorporated into the processes within the trust policies on training.

Regular risk management updates will be provided at relevant
committees (including the Audit and Risk Committee) on an ongoing
basis which will include training on new requirements or changes to
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existing requirements. Similarly updates will be provided as required
through staff briefings and organisational newsletters.

Consultation process

Relevant stakeholders in the development of this strategy are identified
as below either key people or a committee and their involvement in the
process:

Audit and Risk Committee Non Executives, development.
Executive Committee members, development and review in draft
format.

Board, ratification of the final document.

Divisional Senior Management Team, development .

Governance Team, development .

Heads of Nursing, development .

Quality Lead, development .

Approval process

This strategy will be submitted to the Whittington Health Board for
approval and then will be reviewed on an annual basis to account for
organisational change or to changes in legislation or organisational form.

The Director of Nursing and Patient Experience will have responsibility for
presenting this strategy at the Board as part of the process for approval.

9.1

9.2

10.

10.1

Dissemination and implementation

This strategy will be disseminated throughout the trust via the
newsletter, relevant managers and divisional/directorate meetings and
publishing on the trust intranet. Copies of this document are available
to all staff and all stakeholders of the organisation both electronically
and in hard copy.

Generic risk management responsibilities are included in the job
descriptions of all members of staff. Specific responsibilities for risk
management will be outlined in the job descriptions of relevant
members of staff.

Monitoring

The Audit and Risk committee will monitor assurance against
compliance with the risk management strategy on a quarterly basis
through:

» Risk register updates, with focus on Corporate Risks and
assurance on the process of risk management which will include
the impact on the organisations strategic objectives and
controls/actions in place or in progress to mitigate those risks.
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10.6

10.7
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10.9

DATE VERSION
Overall assurance on progress in line with the objectives of the risk
management strategy:

* Internal audit will conduct a review of governance processes to
include the management of risks within the organisation and
report findings from the outcomes of the audits. Corrective
actions will then be taken by the Executive Team to respond to
any deficient areas.

The Audit and Risk committee will ensure the Board is advised of
concerns with assurance on processes and escalate any other
concern areas in terms of risk management and controls that require
disclosure to the Board or require executive directors actions.

Whittington Health’s Board will receive a risk highlights report of all
current high risks as part of the Director of Nursing and Patient
Experience update on a quarterly basis and an annual risk report.

The Executive Committee will conduct a review of the corporate risk
register monthly. Both the Board and the Executive Committee will
agree and minute any necessary actions to further mitigate risks.

Risk Management Training will be monitored as outlined in the
Mandatory Training Policy and the organisational Training Needs
Analysis.

In addition the Board as part of their development programme will
receive training in relation to Risk Management this is highlighted
within the training needs analysis. Board development training is
recorded at each development seminar and is planned on an annual
cycle.

Further to this regular risk register updates will be provided to the
Divisional/Directorate_Senior Management Teams, any other meeting
or committee with particular responsibilities in relation to given risks.
Any necessary actions will be agreed as part of the groups terms of
reference and any identified issues will be escalated as appropriate to
the related parent committee and recorded within the minutes of the
committee. See appendix 4 for Governance Committee structure.

Directors of Divisions/Directorates will facilitate all services populating
local risks onto the divisional risk registers with a routine review of the
divisional risk registers being submitted to the Risk Manager on a
monthly basis. Reports will then be submitted to the related parent
Committee who will monitor compliance. In addition managers must
ensure regular monitoring of local risk registers at relevant team
meetings (as outlined in 7.12). Managers must ensure minutes are
recorded in order to demonstrate that review and discussion has
taken place.

Risk Management Strategy/ POLICY REF 23



BEFORE USING THIS POLICY ALWAYS ENSURE YOU ARE USING THE MOST UP TO

10.10

10.11

11

DATE VERSION
Responding to issues relating to strategy implementation, the
nominated lead and the appropriate committee are expected to read
and interrogate any monitoring report presented to identify
issues/deficiencies and act upon them. Required action will be
identified and completed within a specified timeframe. All agreed
actions pertaining to the above will be recorded in the minutes of the
appropriate committees.

Changes to practice, required changes in practice will be identified
and action within a specific timeframe. A nominated lead will be
identified to take each change forward where appropriate. Lessons
learnt will be shared with all the relevant stakeholders. All agreed
actions pertaining to the above will be recorded in the minutes of the
appropriate committees.

Consultation and communication with stakehol ders

This document has been developed in consultation with the Executive
Team, Internal Audit, Non Executive Directors and specialist advisors
within the organisation, the document was also developed as a
blended document from the 3 legacy Risk Management Strategies from
the former organisations prior to the development of Whittington
Health.

12 Review

This strategy will be reviewed on an annual basis, or earlier if there are
changes to national guidance or significant changes to the management of
risk across the trust.

References

» Arisk matrix for risk managers, National Patient Safety Agency,
January 2008
http://www.nrls.npsa.nhs.uk/resources/patient-safety-topics/risk-
assessment-management/

 NHSLA Risk Management Standards
http://www.nhsla.com/RiskManagement/

» Standards Australia/Standards New Zealand. Risk Management.
AS/NZS 4360:2004.

o http://www.theirm.org/publications/PUstandard.html
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Appendix 1 — Whittington Health’s commitment to a f air and open
culture

The value of high quality incident reporting systems has long been recognised
in the NHS. A robust incident reporting system enables an organisation to
establish what is going wrong and why. Enabling the organisation to identify
trends and take appropriate action to reduce the likelihood and impact of risks
and incidents. It provides information essential to the quality improvement
programme. A key part of the task ahead is to encourage a culture,
throughout the NHS, where doctors, nurses, patients and everyone involved
in the delivery of safe healthcare, are happy to report and discuss incidents
and where it is clear that there are real benefits to be gained.

All members of staff, as employees, have a duty to see that all incidents are
reported in order to ensure that any trends may be identified at an early stage.
However, because of the threat of sanctions or disciplinary action against
employees, or their perception of ‘failure’, there can be a disincentive to report
incidents. This can be overcome by promoting an open and fair learning
culture within the organisation. This culture does not mean that staff are not
accountable to users, carers, or the organisation and their professional bodies
for their actions.

It is important that all staff realise that the purpose of reporting an incident is
not to apportion blame to any individual or group of people but to identify
actual or potential problems or, and take appropriate action. Errors and
incidents are often caused by a number of factors including: system failures,
human factors and lack of knowledge or skills. For this reason Whittington
Health has established a fair blame approach, encouraging all staff to
acknowledge and report incidents, risks and near misses.

Whittington Health operates an open and fair Incident and Serious Untoward
Incident Reporting Policy. The reporting of an untoward incident will not, in
itself, result in disciplinary action being taken against the member of staff
making the report. It is intended that this will shift the emphasis from
punishing errors to learning from them across the organisation.

There are some instances where this undertaking cannot apply:

The reporting is, in itself, done with malicious intent
The incident reported is malicious, reckless or criminal
The incident reported constitutes professional or personal misconduct

Whittington Health’s Raising Concerns at Work (‘Whistle-Blowing’) Policy is
another document which is also relevant to risk management. Staff using the
Whistle-Blowing Policy (also available on the Whittington Health Intranet) are
encouraged to analyse the activities they are concerned about and to
consider whether there are any potential risks which can be identified for
inclusion in the Risk Register.
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Appendix 2 — Strategy Principles and Aims

The following key principles are essential for the successful implementation of
this strategy:

* There is Board and management commitment to, and leadership of, the
total risk

* Whittington Health will develop its clinical governance framework to
include the formal application of the risk management process to clinical
practices and to the work of its primary care contractors.

 There is widespread employee participation and consultation in risk
management processes, which will operate in a fair blame culture.

» There is a mechanism for all incidents, near misses and complaints to be
immediately reported, categorised by their actual and potential impact and
investigated to determine system failures, without assigning blame.

 There are management systems in place that provide safe practices,
premises and equipment in the working environment. Systems of work
must be designed to reduce the likelihood of human error occurring.

* The risk management process must be applied to contract management
especially when acquiring, expanding or outsourcing services, equipment
or facilities. Contracts must be reviewed and written to ensure that only
reasonable risks are accepted.

 On all Whittington Health premises, whether owned or shared, safe
systems of work must be in place to protect patients, visitors and staff.

* Whittington Health maintains an effective system of emergency
preparedness, emergency response and contingency planning.

» Whittington Health provides realistic resources to implement and support
effective Risk Management throughout the organisation.

The aims of effectively managing risks are to:

 Ensure the management of risk is consistent with and supports the
achievement of Whittington Health'’s strategic and corporate objectives

* Provide a high quality service to patients
» Initiate action to prevent or reduce the adverse effects of risk
* Protect patients, visitors and staff from risks where reasonably practicable

* Meet statutory and legal obligations and improve compliance with the
ongoing requirements of best practice governance standards

* Link into the Clinical Governance framework of Whittington Health
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Minimise the financial and other negative consequences of losses and
claims, for example, poor publicity, loss of reputation

Minimise the risks associated with new developments/activities
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Appendix 3 — Risk management objectives

Objective 1 - To develop a risk aware culture throu  ghout Whittington
Health

Whittington Health’s key risk management resources are its people, systems,
equipment, buildings and estate. The risk management aspects of these
resources are monitored by key Directors and Committees. They rely on the
other directors, managers and all staff to work together to provide an
integrated approach to the management of risk. This means that there must
be a pervading culture that encourages:

* People to work together effectively and to recognise and manage risks

» Systems to be developed so that better performance management, health
and safety, finance, operational and other information is more readily
available

* More effective incident and near miss reporting, complaints and claims
handling activities

» Better and safer buildings and estates
» Better maintained and safer equipment

* All risks and information about the management of risks to be identified
and co-ordinated through the organisations Risk Registers and Action
Plans no matter whether the risks are clinical, financial or organisational in
nature

Developing a learning culture is a prerequisite of successful risk management.
Whittington Health is committed to being a learning organisation. To support
this Whittington Health will ensure the following:

» PDPs for all staff that are regularly reviewed and acted upon

» Delegated budgets down to appropriate levels to support training and
development

* Regular analysis of incidents/potential incidents/near misses to identify
learning points and necessary actions

» Communications systems which reach all staff and stakeholders

» Opportunities for front line staff and users/carers to directly contribute to
the process of continuous improvement

* A culture that encourages innovation and is founded on no blame

This strategy identifies risk management as the business of everyone in
Whittington Health. The training and development of its staff is an integral
part of the organisation’s approach to risk management. An effective
implementation of the strategy requires staff to be both aware of the
Whittington Health’s approach to risk management, and to be clear about their
roles and responsibilities within the risk management process.
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Training needs analysis is completed and programmes will be in place so that:

* All new staff will complete an Induction programme which includes risk
management training and covers complaints and incident reporting

* Whittington Health will produce a Training Matrix to identify which training
courses are mandatory for different staff groups. The Matrix will serve as
a guide to staff and managers, and facilitate the reporting and monitoring
of attendance.

* A Training guide will be published identifying the availability of training and
development opportunities for staff (including mandatory training) focusing
on the levels of staff within the organisation.

Every member of staff will have an annual personal development interview
with their line manager and agree a Personal Development Plan. This
process provides assurance that the training needs of individuals are
identified at all levels in the organisation, and serves to inform the content and
delivery of future training programmes and plans. Whittington Health will
meet the training requirements of its staff that are essential for them to
perform their roles. All clinical/professional staff will operate within their code
of professional conduct.

Objective 2 - To ensure that appropriate systems ar e in place for
identifying, assessing and controlling key risks by

Through the implementation of this strategy and appropriate training, it is
anticipated that staff will develop a deeper understanding of the breadth of
their statutory duties of care. This should lead to staff feeling confident in
identifying potential risks and in reporting untoward incidents and near
misses, freely participating in audits and peer reviews and having ownership
of polices, procedures and guidelines. Managers in particular should
appreciate the value of their contribution to Risk Management through
implementing the risk assessment process within their area.

Actual incidents or near misses will result in risks being identified that need to
be entered in the Risk Register if they are not already identified. The full
requirements are set out in the Incident and Serious Untoward Incident
Reporting Policy.

Whittington Health’s Raising Concerns at Work (‘Whistle-Blowing’) Policy is
another document which is also relevant to risk management. Staff using the
Whistle-Blowing Policy (also available on the Whittington Health Intranet) are
encouraged to analyse the activities they are concerned about and to
consider whether there are any potential risks which can be identified for
inclusion in the Risk Register.

There is no shortage of expertise within Whittington Health to provide further
advice relating to risk management. Advice can be sources from specialist
advisors identified in appendix 12 and further advice can be obtained from the
Governance Team within the Nursing and Patient Experience Directorate.

The best sources of information are the policies and procedures already
developed and implemented to safeguard patients, staff and Whittington
Health.
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Objective 3 - To embed the concepts and ideas of ri sk assessment and
risk management into the day to day working practic es of Whittington
Health

To ensure Whittington Health staff are kept fully informed on risk management
issues:

» Directors are responsible for ensuring processes are in place for informing
staff about significant adverse events and risks and the learning and
improvement that can be implemented as a result of these.

* The Audit and Risk Committee will monitor progress to ensure actions are
implemented and information disseminated rapidly across Whittington
Health. Accountable staff will be required to attend the Committee to
provide assurance that any overdue actions are receiving due resource
and management time.

Objective 4 - To maintain effective organisational structures for risk
management so that a trust-wide consistent approach to risk
management is taken

Established management and operational structures are in place to manage
the risks that Whittington Health faces. The current dedicated committees
and groups are shown in Appendix 4, with the Board responsible for
overseeing the risk management programme. The committees and
management structures set out in this strategy are designed to work together
to ensure a concerted and integrated approach to risk management.

All directors report directly to the Chief Executive, who has overall
accountability for risk management and is required, on behalf of the Board, to
sign the annual Statement on Internal Control. The Chief Executive, the
Committees and the Directors have responsibility for the operation and
integration of all key risk management systems and their output.

All staff have a responsibility to identify, assess, analyse and treat risks,
although the allocation of specific responsibilities and levels of authority for
each service area will be set by the appropriate Director.

Any member of staff may be in a position to accept a risk but this action must
be communicated. In addition the risk must be recorded on the Risk Register
so that it can be monitored.

All the Trust Board Directors are responsible, collectively, for the Trust's
system of risk management. By working closely together these directors will
ensure an integrated and holistic approach to Whittington Health’'s risk
management activities.

Objective 5 - To ensure that the Whittington Health ~ ’s Chief Executive is
provided with evidence that risks are being appropr iately identified,
assessed, addressed and monitored

A comprehensive organisation wide Risk Register is maintained. All risks must be
assessed and recorded in line with this process. An assessment will be made of the

Risk Management Strategy/ POLICY REF 30



BEFORE USING THIS POLICY ALWAYS ENSURE YOU ARE USING THE MOST UP TO
DATE VERSION

consequences should the risk happen, the likelihood of the risk actually happening
and the residual risk.

An assessment is also required as to the current controls in existence to
manage the risk. The Risk Register will contain a reference linking each risk
to the overall Whittington Health strategic objectives. The more significant
risks will be afforded a higher priority and the prioritisation will be based on
the categories of risk set out in the qualitative risk assessment matrix.

The risk register will contain details of each action required to treat the
identified risks set out. Each action will be assessed as to its importance and
its priority. An individual will be named and given responsibility for ensuring
the action is carried out by the chosen due date. Where possible an
assessment will be made of the resources required to undertake the action.
The assessment of the resources required should contain an analysis of staff
resources as well as revenue and capital financial resources.

The Audit and Assurance Committee will review risk management progress
on behalf of the Board.

Objective 6 - To ensure good and steady progress in the implementation
of effective Risk Management across the Trust

The Audit and Risk Committee will regularly review how this strategy is being
implemented as outlined in section 11, monitoring. Section 7, roles and
responsibilities further outlines how effective risk management will be
assured.

Objective 7 - To comply with relevant clinical and corporate governance
requirements and to adopt wherever possible best pr actice
Whittington Health is required to comply with a number of clinical and
corporate governance standards as stipulated by external agencies. Key
examples include:

» Care Quality Commission (CQC) Registration

* The NHS Litigation Authority (NHSLA) Risk Management Standards

* Health and Safety Legislation

» Department of Health Statement on Internal Control

Whittington Health has a policy in place outlining how external agency

requirements will be met. Risks in relation to compliance with standards and
best practice will be managed as outlined in this strategy.
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Appendix 4 — Whittington Health committee structure (outlining the Board Committees, Board Sub Committ

committees with responsibility for risk)
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Appendix 5 — Risk assessment tool (this can be acce  ssed via the intranet)

Risk Assessment Tool

1. Identify the 2. What controls 3. What impact

risk!

are in place and could the risk
how effective are have if it occurs?
they? (Table 1) (Table 2)

. 8

6. How sh ould 5. What is the 4. How likely is it

the risk be

5)

risk rating? that the risk will
managed? (Table (Table 4) occur? (Table 3)

Table 1: How effective are the current controls (sy  stems, processes, etc)?

Level Descriptor

A Adequate controls in place (strategy, policy, plans)

B Limited controls in place and/or controls have known weaknesses (results from
audits/reviews/visits/investigations telling us they are not working so well)

C Controls non-existent or largely ineffective (results from
audits/reviews/visits/investigations telling us they are not working so well)
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Table 2: Risk consequence (impact) score

VERSION

Choose the most appropriate domain for the identified risk from the left hand side of the table
Then work along the columns in same row to assess the severity of the risk on the scale of 1 to
5 to determine the consequence score, which is the number given at the top of the column.

1
Domains Negligible
Impact on the safety of Minimal injury
patients, staff or public requiring
(physical/psychological no/minimal
harm) intervention or
treatment.

No time off work

Quality/complaints/audit Peripheral
element of
treatment or
service
suboptimal

Informal
complaint/inquiry
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Consequence score (severity levels) and examples of descriptors

3

Moderate

Moderate injury
requiring
professional
intervention

Requiring time off
work for 4-14 days

Increase in length
of hospital stay by
4-15 days

RIDDOR/agency
reportable incident

An event which
impacts on a small
number of patients

Treatment or
service has
significantly
reduced
effectiveness

Formal complaint
(stage 2) complaint

Local resolution
(with potential to go
to independent
review)

Repeated failure to
meet internal
standards

Major patient safety
implications if
findings are not
acted on
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Human resources/ Short-term low Late delivery of key
organisational staffing level that objective/ service
development/staffing/ temporarily due to lack of staff
competence reduces service

quality (< 1 day) Unsafe staffing
level or
competence (>1

day)

Low staff morale

Poor staff
attendance for
mandatory/key
training

Statutory duty/ No or minimal Single breech in
inspections impact or breech statutory duty
of guidance/
statutory duty Challenging
external
recommendations/
improvement notice
Adverse publicity/ Rumours Local media
reputation coverage —

Potential for
public concern

long-term reduction
in public confidence

Business objectives/ Insignificant cost 5-10 per cent over
projects increase/ project budget
schedule
slippage Schedule slippage
Finance including Small loss Risk Loss of 0.25-0.5
claims of claim remote per cent of budget
Claim(s) between
£10,000 and
£100,000
Service/business Loss/interruption Loss/interruption of
interruption of >1 hour >1 day

Environmental impact
Minimal or no
impact on the
environment

Moderate impact on
environment

If the risk has multiple potential consequences these may require separate
assessment.
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The likelihood of the consequence occurring must then be measured. Table 3
should be used to assess the likelihood and obtain a likelihood score. When
assessing the likelihood it is important to take into consideration the controls (i.e.
a mitigating factors that may prevent the risk occurring) already in place.

Table 3 Likelihood score (L)

What is the likelihood of the consequence occurring?

The frequency-based score is appropriate in most circumstances and is easier to identify. It
should be used whenever it is possible to identify a frequency.

Likelihood score 1 3

Descriptor Rare Possible
Frequency This will probably Might happen or
How often might never happen/recur recur occasionally

it/does it happen

Table 4 consequence and likelihood score (C x L)
The consequence and likelihood scores must then be multiplied and plotted on table 3
to establish the overall level of risk and necessary action.

Likelihood

Likelihood

1 2 3 4 5
score

Consequence Almost

certain

Rare Unlikely Possible Likely

5
Catastrophic

4 Major

3 Moderate

2 Minor

1 Negligible

For grading risk, the scores obtained from the risk matrix are assigned grades as follows

0 1-3  Lowrisk
4-6 Moderate risk

8-12 High risk
15-25 Extreme risk
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Instructions for use

1 Define the risk(s) explicitly in terms of the adverse consequence(s) that might arise
from the risk.

2 Use table 2 to determine the consequence score(s) (C) for the potential adverse
outcome(s) relevant to the risk being evaluated.

3 Use table 3 to determine the likelihood score(s) (L) for those adverse outcomes. If
possible, score the likelihood by assigning a predicted frequency of occurrence of the
adverse outcome. If this is not possible, assign a probability to the adverse outcome
occurring within a given time frame, such as the lifetime of a project or a patient care
episode. If it is not possible to determine a numerical probability then use the
probability descriptions to determine the most appropriate score.

4 Calculate the risk score the risk multiplying the consequence by the likelihood table
4: C (consequence) x L (likelihood) = R (risk score)

5 ldentify the level at which the risk will be managed in the organisation table 5, assign
priorities for remedial action, and determine whether risks are to be accepted on the
basis of the colour bandings and risk ratings, and the organisation’s risk management
system. Include the risk in the organisation risk register at the appropriate level.
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Table 5: Managing the risk: risk acceptability leve  |s and cycles of risk review
Risk Acceptability levels:

The table below is used to determine the levels of risk within the organisation that are

acceptable and the activity required to manage the risk.

Risk Score / . Decision . ,
Rating Acceptability Eetmedlal to accept Risk Register Level
of exposure ction risk
Acceptable — .
subject to Teams, in
PeflO_dIC _|_cqrr1]unct|on Manager Team/Service
passive with
review w
Acceptable —
\Igiasnlfvsvcore' fgbﬂﬁgrt 0 Team Lead/ | Service Service/Directorate/
4-6 : pag'lssive Manager Manager Division
review
Acceptable —
Amber cp . Head of
: subject to Service _— . .
Risk Score: reqular active | Manane Service/ Directorate/Division
8-12 gu'ar Manager Director
monitoring —
Unacceptable
— requires
constant
actlv_e . Executive Corporate Risk
monitoring . Team .
. Director Register/Assurance
and if and/or
Framework
necessary Board
immediate
corrective
action

Risk Management Strategy/ POLICY REF

38




BEFORE USING THIS POLICY ALWAYS ENSURE YOU ARE USING THE MOST UP TO DATE

VERSION

Structured review cycle for risks:

The table below is used to determine the frequency of review cycle for all risks.

Risk Score / Rating

Review Cycle

Acceptable — subject to periodic passive review
(YEARLY) Team Level (Divisional Risk Register)

Yellow
Risk Score: 4-6

Acceptable — subject to regular passive review
(Six Monthly) Service Level (Divisional Risk Regist  er)

Amber
Risk Score: 8-12

Acceptable — subject to regular active monitoring
(3 Monthly) Divisional Level (Divisional Risk Regis  ter)

Unacceptable — requires constant active monitoring and if
necessary immediate corrective action (MONTHLY)
Executive Level (Corporate Risk Register/Board
Assurance Framework)
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Appendix 6 — Generic risk register assessment templ ate

Directorate/Division:

(& a)

bervice/Depa  rtment:

Assessed by:

Date:

Location:

Source of the risk:

1. Risk/hazard

Are there any risks/hazards likely to affect health

person(s)?
State the risk/hazard and define the actual

, safety, security or welfare of any

List any controls already in place

problem

(example if activity exceeds plan then
losses may result).

(if there is poor and inconsistent record
keeping then this will lead to sub optimal
care).

(controls are Strategies/Policies/Plans in
place to address the risk) Also see
hierarchy of risk controls Appendix 13
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2. INITIAL RISK ASSESSMENT

In order to calculate the initial degree of risk as

sociated with the above hazards, use the

following equation ( see appendix 5 for risk matrix table):
Consequence X Likelihood of the harm occurring = Risk score/rating
CONSEQUENCE LIKELIHOOD OF RISK SCORE/RATING
OCCURENCE
Catastrophic [] Imost certain [] Green
Major [ ] Likely ] Yellow
Moderate [ ] [Possible [] Amber
Minor D Unlikely D
L |:| Red
Insignificant Rare |:|

3. APPROPRIATE ACTIONS (please continue on separate sheet if necessary)

What Immediate Action should be taken?

Description

By whom By when
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What Subsequent Action should be taken?

Description By whom By when

4. REVIEW and REVISED RISK ASSESSMENT

Date of assessment review

Who should undertake this review?
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Name and job title of person completing this
assessment

Name and job title of manager responsible for area
of assessment

Name of manager taking ownership of this
assessment and agreeing the level of risk

(refer to Risk Acceptability Levels Chart for level of
Management Acceptability)

Date of completion

Added to Risk Register YES/NO
(if yes include date this was added)

ADDITIONAL COMMENTS (continue on separate sheet if necessary)
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Appendix 7 — Risk register template for divisional/  directorate use (see related
section of the strategy for further guidance)

Ref — Allocate of unique reference number to ensure the data is auditable

Type of risk — Is this primarily a clinical, financial or organisational risk as outlined in
section?

Description — Describe the and potential impact briefly

Controls/gaps in controls —  What controls are in place to mitigate the risk/are there
any gaps

Risk rating — Consequence (C) x Likelihood (L)

Residual risk — This refers to the level of risk remaining once appropriate controls are
in place

Actions - In progress or planned

Assurance source - What evidence is there that the risk is being effectively managed /
any existing gaps in assurance
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Appendix 8 - Corporate risk register template foru  se (see related of the strategy
for further guidance)

Ref — Allocate of unique reference number to ensure the data is auditable

Type of risk — Is this primarily a clinical, financial or organisational risk as outlined in
section?

Description — Describe the and potential impact briefly

Controls/gaps in controls —  What controls are in place to mitigate the risk/are there
any gaps

Risk rating — Consequence (C) x Likelihood (L)

Residual risk — This refers to the level of risk remaining once appropriate controls are

in place
Actions - In progress or planned

Assurance source - What evidence is there that the risk is being effectively managed /

any existing gaps in assurance
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Appendix 9

Table for Risk Identification Sources/Approaches

Sources/Approaches

Benchmarking

BPEST (Business, Political, Economic, Social, Technological)
Analysis

Brainstorming

Business Continuity Planning

Business Impact Analysis

Claims and Investigations Audit Internal or External

Complaints PALS (Patient Advice and Liaison Service) Risk
Assessments

Event/Threat/Decision/Fault Tree Analysis

Governance reviews of processes and structures

Incident Reports and InvestigationsPALS (Patient Advice and
Liaison Service)

Market Intelligence / Surveys

Media

National Patient feedback websites

Patients and staff surveys

Performance reporting

Performance reports

PESTLE (Political, Economical, Social, Technical, Legal,
Environment) analysis

Quality and Risk Profiles Care Quality Commission (CQC)

Research and Development

Reviews/Inspections/Audits, other service providers feedback

Scenario Analysis

Self assessments

SWOT (Strengths, Weaknesses, Opportunities, Threats) analysis

Workshops
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Assurance
Framework
Appendix 10 a
BAF/Risk Register
Structure
1A 11 2011
~—
Corporate
Risk
Register
~—
| | | | 1 | | |
IC AM (scD ) (wcaF) ( Quality | (Nusing&) ((IM&T ) (Estates&) Financs N ( Human )
Division Division Division patent Facilities | | performance | | RESOUrces
Experience & Planning
\ J o 2N L 2N 2N L 2N  \ J
| |
(‘Pentonvile) (" Services ) ( Services ) ( Services )
o AN N\ N\ J
Risk Management Strategy/ POLICY REF 47



BEFORE USING THIS POLICY ALWAYS ENSURE YOU ARE USING THE MOST UP TO DATE VERSION

| Appendix 10 b Whittington Health [\'/1&
ppendix

Risk Register Process Diagram

Framework to
Assure the Board
(BAF).

y

Trust Corporate Risk
Register

Division/Directorate>
}/Ionitors T \

Risk Register

Register

Integrated Care Surgery, Women Children Other
and Acute Cancer and and Family Health Directorates
Medicine Diagnostics Risk Risk Register Risk Registers

d Risk Registers underpinned by Risk identification sources/approaches
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Appendix 11
Reputational risk basic guidance
What puts reputations at risk?

Reputation has a value even if it cannot be express  ed financially; the possibility
of this value being reduced represents a business r isk.

A risk to reputation occurs where the organisation fails to meet the expectations
of a specific stakeholder group, the key to effecti ve reputation risk management
is therefore the management of expectations. It has been said that reputation risk
lies in the gap between expected and actual behavio  ur, this is why stakeholder
mapping is useful to “mind the gap”

It is clear that:

» Organisations have no direct control over stake hol ders perceptions but
they can influence them.

» The quality of reputation must be monitored across all stakeholders.
Organisations must look for positive news especiall y in the midst of

adverse situations

* Organisations must understand who their stakeholder s are and what
impact they have on the organisation.

* Reputation and branding are not the same thing.

* Reputation should be seen as an asset to the organi  sation.

» Itis difficult to value reputation in monetary ter ms

* Reputation should be covered in narrative reports. It is best dealt with
within the risk section of reports as “reputational risk”.
* Itis important to assign ownership for reputation- the board has prime

responsibility for reputation.

* Reputation is ultimately a measure of trust.

* The extent of damage to reputation caused by an eve  nt will depend on how
easily trust can be recovered. This will naturally depend on prior state of
reputation, the nature of the threat and the way th  at the situation is
handled.
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Source (CIMA Corporate Reputation)
Appendix 12
Specialist Advisors
Health and Safety James Ward
Security Peter Brown
Fire Steven Primrose
Moving and Handling Paul Ratcliff

Appendix 13 Hierarchy of control measures.

This list of control measures is ordered according to effectiveness at reducing risks. To
choose the best control for any risk, begin by considering the most effective option, only

considering the next option on the list if the more effective one can’t be used.

1. Eliminate

The best way to reduce a risk is to remove the hazard. E.g. using a
trolley instead of carrying eliminates a manual handling hazard.

2. Substitute

If you can’t remove it altogether, substitute the hazard for something
less risky. E.g. cleaning products with bleach can be harmful. Another
product without bleach might do the same job.

3. Contain

Preventing access to a hazard - e.g. using a guard over a sharp blade
or a locked cupboard for hazardous chemicals - is important where
removing the hazard just isn’t feasible.

4. Reduce exposure

Reducing exposure to a hazard means you're reducing the likelihood
of harm occurring and so reducing the risk. E.g. computer users can
lower the risk of upper limb disorders by doing tasks away from their
PC every so often.

5. Training and supervision

Information, training and supervision help to make sure people follow
procedures and are aware of the risks when working with hazards.
These measures only work together with other controls.

6. Personal protective equipment (PPE)

The law says PPE must be supplied and used at work wherever
there’s a risk that can’t be adequately controlled in other ways. It's
always better to control risks at source than to protect from the
outcome. People often don't use PPE properly if they find it annoying,
so it should always be a last resort when risks can’t be controlled any
other way.

7. Welfare facilities

If facilities for washing or first aid are on hand for quick treatment
after an accident, the extent of injury can sometimes be controlled.
It's always better to prevent accidents occurring in the first place.
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Welfare should only ever serve as a back-up for emergencies if all
other controls fail.

Risk controls and their cost should be offset against the level of risk identified. In general
the most effective control should always be implemented to reduce the risk as far a

possible.

However when a particular control involves excessive costs compared to
the safety gains it's usually acceptable to consider a less effective control.

Monitoring Table

Appendix 14

What key

Who will lead on

What tool will be used to

How often isthe

What committee

element(s) need(s) this aspect of monitor/check/obser ve/Assessinsp | need to monitor will the completed
monitoring as per monitoring? ect/ authenticate that everythingis | each element? report goto?
local approved Namethe lead working accor ding to this key How often isthe
policy or guidance? | and what isthe element from the approved policy? | need complete a
role of the report ?
multidisciplinary How often isthe
team or others need to sharethe
bef any. report?
Element to be Lead Tool Frequency Reporting
monitored arrangements
Corporate DH Guidance Annually Quality Committee
Governance and Monitor Framework Board
Organisational Risk | Risk Manager Audit and Risk
M anagement Assistant Director Committee
Strategy and of Governance
Structure detailing,
committees/sub
committees groups
which have some
responsibility for
risk
Processfor review Corporate Review of Risk Register against Monthly Executive
of Corporate Risk Governance and Risk M anagement Strategy Committee
Register Executive Risk M anager
Committee
Processfor Board Corporate Review of Risk Register against Quarterly Board
Review of Governance and Risk Management Strategy
Corporate Risk Risk Manager
Register
Processfor Audit & | Corporate Review of Risk Register against Quarterly Audit and Risk
Risk Committee Governance and Risk M anagement Strategy Committee
Review of Risk M anager
Corporate Risk
Register
Processfor Quality | Corporate Review of Risk Register against Quarterly Quality Committee
Committeereview Governance and Risk M anagement Strategy
of Risk Registersin | Risk Manager

terms of Quality
(Safety, Clinical
Effectiveness,

Risk Management Strategy/ POLICY REF

51




BEFORE USING THIS POLICY ALWAYS ENSURE YOU ARE USING THE MOST UP TO DATE

VERSION

Patient Experience)

Processfor Corporate Review of Risk Register against Monthly Divisional Board
Divisional/Director | Governance and Risk Management Strategy
ate Review of Risk Risk Manager
Registers
Duties of the key Corporate Review of Duties undertaken Annual Board
individual(s) for Governance and against Risk M anagement Audit Committee
risk management Risk M anager Strategy Quality Committee
activities
Authority of all Corporate Review of authority against risk Ongoing as part Board
manager s with Governance and management process of risk register Audit Committee
regard to managing | Risk Manager review. Quality Committee
risk Annual Report
Process for Corporate BAF Risk Agreed at Annual Annually Board
assessing all types Governance and Risk/Objectives Seminar Audit Committee
of risk Risk Manager Corporate and Divisional Risk Monthly/Quarter | Exec

Assistant Director | Registersreviewed on routine ly Committee/Divisio

of Governance cycles. nal Boards
Processfor Internal Internal Auditorstoreview the Annually Board
ensuring a AuditorgCorpora | risk management processes Audit Committee
continual, te Governance annually as part of the annual
systematic and Risk audit plan.
approach torisk M anager/ Risk Management Annual report

assessments/risk
identification is
followed through
the organisation

Assistant Director
of Governance

will also review therisk
management process and inform
the statement of internal control.
Risk will become a standing
agendaitem on all
committees/team meetings.

Risk assessmentswill be
monitored through the
Divisional/Director ate Structures
and programmes.

Aggregation of I ncidents
Complaintsand Claims and the
correlation between these and
identified risk assessments/risks
onrisk registers.

On going review
sample checks.

Quarterly.

Quarterly.

Appendix 15

Stakeholders for development of this document.

* Audit and Risk Committee Non Executives, development.
* Executive Committee members, development and review in draft format.
* Board, ratification of the final document.
» Divisional Senior Management Team, development .
* Governance Team, development .
* Heads of Nursing, development .
* Quality Lead, development .

Risk Management Strategy/ POLICY REF

52




